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2. Goni

3. Trolling

4. Ortiz

5. Dal Cason



/\f—bfua NF.Y ub.m.c) 99 8 Lol (Jgl Jlw (g peis ladllao eb.ﬂ :u).&u \A{

213 5 gal 1y (6 b ol 5 I3 L ke (51 (Db 0506 sler il s 0L
Sl b el s clae Y lS g S sl s s 51O 2 50 53 )
Ly aisls ¥ etsS agals | Golyan il b ably) o8 olKaus ¥ eSS Jlayl 0 s

(T8 O 5 led) doms 1S s plin b slazel s pe JLS 5 G

Olpl 5> ns N oisel slas S,
ol Jld s slp o S 0L 6l ey ey 1 JE8 4 O0F 0 0) L
(55l Sl S aSlul ( Siid ((SSL gla S e (S iSO (5SS 65 5
PETEN T P PR ENEV S I N S O S O T e T
ol a5 o gt o BB PO 5 e 3ae s et Y s
5 Cmdls S o g (Silame Sld 3 1) (ol 5 Sl Sl 5 Lt &S
5= 0 = sladla 5o) golaidl 5 Jlo (gla, S 4 by o | Lap 2 o 2l
AR L L Bl U L placSely Dol b izan 55 (5 me (e (slas)|
el il Sl 15 S bl b 038 gy Sl 53 5 1 (D55 a0
OFer (5L

Loyl 318 sl (sl dy Oals Ly 5 sl (slras (505 0 B30l o
AU aS aula = U s el s 5 slacSly Jll 5 6 mbe ol 5 15T asle 1 S
lacslgs el 5 3laml 5 (25l AL IS K800l el Sl
LS o oS sl il ay oS oy sl ed slaask 35 0 S 3 ot elan]
OBl s lacllad 53 5038 a1 il e T (slatioms 5 s i idle|
shdl s S35 ool cadl 5 ST slasl,y [ials o Al 55 o S &S,
50Ul o Kol als 5 Jule 5 e (glas al, &S Lsls OLiS b ) o35
53 OLSLaled (2B Cy s s 03 5450 01 L e e ible 5 slanr] SIS
03,5 SaS (5,3 falS 5 bl lasli, ol ps ol el 5 0LL 3 5 cules

1. Lenhart



VO olylen 5 o135 Sl pladl (9 56 5 10 ,5)15) kel 9 (295 (5039 e 390!

Gl 1y tte 355550 15 e Jlils O SLales 3405 (Y010 ¢ s 5 552 ol
53 A (sl sl 1 Sl el Sn S 5 A (5 S sl 3 S
(VY (ks 5 O 2) L,

Jlioms (slis 55 (B 5 wboge Sin b b el 5l eslizal ) (Lai sll 61
3l sLab 5 ez a B3 ph U8 s Sl 5 Jales Jhss 5 558 sls 355l
T (Pl s 53 SN 'S8 Sl b L5 e Sis e (35 5a] ki 5
3 b Glags =555 Sl esls sl Ol 68 40 1 (golome slad s BLisl 5013 0 )3
S35l 53 (VXY T gl 5 L) A8 (6 oKy ol s b (558504
Sl asle Ll ails Cmas DT 0 L;va.m,aj 253501 oo 303l Jlaes
Slalie a1 0T L a8 2550 1) duld ol oy S0 il LT 00,80 el 3
A8 Bl 1 of b i ST il | Cllanl oS S LS 515 Sl
AYAVY (ks 5 O g o)

ol Jam 3,8 o 13 a5 3550 Jlioms (S 23l 53 &S (503 5,50
Slelazzl slanl 55 (o508 e SO 5 (O ) 53 ege SIS pond ule &S
SN L s el gl i Gy s Sladl el S gla sl Sl S
D2 Gkl e 03,8 o IS 0T il 53 s (el 5 OLS00 4 gl
S st Ly SO o gl Ul e e 51,8 0 S 555 Sl galiml Sos 5 (658
L oos S SO s sy b S o KaS 33l 4 Joas 5 S eslinad 3tlas s,
598 il Comdse L doas e )l Lol & 15 oS5 13 o e
SV ailes bl s sla il 4 e 5 i 4 pdb oS S Jes gl Sa
SlaelE s 31 Bl 4 sl a8 il Jden 318 53lilay 5 dsl o8T 0l 5 g
Vlan S ma8 5 US e | gl Al o iy LS ol ilisn
534S 0 SU S laolluns &5 L pie Lol e ol 16,8 s )3 ladis, 5 asila,

1. netiquette
2. Sinthiya & Ipnuwati



AFZBY (o AF+Y (ybuuno) 093 8ylosds cJol Jlw cgig e olalllno il pl &y pis VF

L 055 delis 4y 5L Oy Ladl 58 g oS 28 (6 pie Ll 0 dils 3505 o0 LS
VN Gl 5 O gmnslam ) Al O3 035 s

il 3 i (sl 3 ey s Gl Gl ot 55 sl
L Ol 35l e (VYT (s 5ks 5 0t 58) Sl Sl (S5 45
5 o SIS 4 45 A8 oSS Sk haaler Ay 4 amal 5l 31 AT a2
Feb dl 5wl Sty IS0 a0l oSl w0 elenrl glaslg 5 p3 0 oSSl
9 b 5Ly Ol i Jlasus (g s (VFr e QLS 5 i) das o
i 5 ol (555l el age sy 48 s (5558 3l ealinad 53 WY s
5 i 03l a1 Lt el e 01 e (Y YY 0L San 5 6 ddlls3) 3 5 e
SaS ol Bame (S K8 4 SU3 5 olem L 03,0 e o b aile Ll
oLl ey SLedbl 30d 5 (il slis iy (VP v Ol 5 (i Ki) S
Sl = 2l e Glap o e (Sl 035 al B 1 (Glosb Bl e sl Jlad
e Baa g 5 003 Sl 0l OYAY (ol e 5 A sikes S) Wlasily ol
S5 e S ais 48 3,50 o Olkayl 0 1) s 558 S5 &l 51 5L~
by oilsd Cotlnd Gl ar o a3l (e Amalr 308 o 30 340 5l 5
U el st OIS oy sel cnl ol ol izl Sl 5 ey sdome 4
(AN ol izman AL iy 55 (ol BB L Billae Sl 6l slataly
5 Db edlelas oLl § 5w 48 S S sla 2815 5 Sledlbl 056 s
N (sl b S e e 1 W ol SR 5o 3 5 ) G bl e 2SI
(TYY T Sl sl 5 ol 5) 35 sbml &zl 3l eslizad ()

53 VY Jlw 0Ll 53 a8 3 (gl S 35 e S Ol s 45 Sl
Iyl 0L o ils o Sontid ol G a8 58 o5l ol 5 LS 5, LT oKl

ﬂ)cM‘Mwab%‘jwt o@b&)‘)uﬂv\ﬂ J;& J}N‘jASJ\M

1. Zulgadri
2. Putu Anggie & Ipnuwati



VY ollSon 5 ol gl pledl (W5 5 13 5 )15) Copiol 5 cgd (5833t G390

Odd Jyl Dy 53 3,5 o kg 503 S el 1y LadT W s b s s
5 Sledbl (65l pie Al ates ol (8 Clus eddazal s SleMb|
Sl St eal 3550 03 e g 5 23S 13 0L s o ey o2 Dbl
(YOTY O 5 (55153) diads oy ol g5t O gl 3l 55 S
5 oA st oS Kdwy 4D cpl s s 5o (YY) O Lok
L ablis gl o ol p bbbt 53U sl 013 sel 2505 gl Sledibl (g ls DS
S SLEMBl 3l g 35 d 53 1 5 e (35 5el s Jims sl ot
Sl (YY) O pal sl 558 dmal 53 (6550 b3l 31 Sladl slges 5 bz
DS ol sl s 30y il Ol s 4 1y i e oyl olanr] Lo sl
L 5 el e amalr 52 0508 oS-z STl 5 (SOl (il 58 5 Lalia
L) 0508 Lyt a8 sls OISl 313l a ijgel cnlsls (25l 055 o
S S50 S IS o Sl A Sos |y G565 (Gl ge e 51

Sl fals ) dle mee glajldy 55 S xS (63 8 a3 4 S

Slalgin 5 (58 aeS F
SLA L mlw ol 5l 68 5 el 3 1 S0 B sl slael) o i S
Gl s 5 B i b oanol 5130 OF 53 a5 ol (Gis 0 2 a8l (DI g g O
SHYE) jale 5 (VoY) 05 tassy 55 fass ool il b sees g o Ll 555
5 el s S eslial amslr 3 i ol sl (gl Gis e i el
S iy Glp e Al sdoe Wl s et la sl B 53 S e s
Siigal Gemad ol 355 Sl S Blis (gl O et Slas BT 5 ol
5 331l e st w1y a0l el S (635050 Ly 5 534S 55500 e (sis e
S St 3l g0 s 55 1S 5 O e AT L S ansl o nS @ 5 S L,

Jiait 5 oas S0l o8l 6 Ky 5 lolid 55 1 s JIS (sl o3l

1. Sari



AFZBY (o AF+Y (buuno) g3 8yl cJol Jlw «gig oo olalllan il sl &y pis VA

5o L 6,y 5 M Rl el G o amale 5131 Rl 26 (5,85
Py plndl i
(FYNEPREN
A s S o s 03 p et e S Ds e syl Sudsdos (n See
A gz o] Sl I s e sl

5ol 85 50 Sl S el cadlllan 3 el G 35 02,25 Joey
5 maS S b galasl (S5 IsS) Gl e slal 4 5 il 13 Jlses
A
beslgiay
SLals) 35 5,0 Shisel ol Sl ash O sonr 355 e sleiy
03 St 5 gmal 35 e sl Ly ol 3 3 0d ) el 8390 b a3 e
0593 o=l 5e &S 8 gl 5 edd (gola anal ;\}li@é\ﬂdp@@bjckb
s L el Ll 3 1 S U5 e 0 485 s el S 25 5]
Olsean s by 5 38 s pla 55 el (i QLIS | by Syae il
Bl de A s Al

s el sl e R s sl ek 2t slety
Sk el oSl falS (6 Sty 5o

ol S5 05 0 o8T bawilalus 3 oLl 5l a8 (gl 3l oy 5 (sl 595 po slgin
Sils ao e ol s IS Lk gl 5038 L3l e s e €1 alay s 1,

g oslinel (G5 4 i el 5 il axdls S

C.;.L'.a
Dol (g5 s S p 5 (DBl 5 ST slazt wle e OYAY) L o 63l 0 5.5 (geta]
https://doi.org/10.22054/qjss.2017.23871.1600 AYY=\+) :(AY) YV ‘qu:e-/fjl;



VA ol 9 o135 Sl pladl (9 36 5 10 ,5)15) kel 9 (295 (5039 e 390!

ok S alS st B el sSlr (OIYAV) Lo e el (s e S el
http://ensani.ir/file/download/article/1550387509-10070-18- .0F-Y0 :(VA)Q cClow aolil2é
3.pdf
5 SLas SIS V) 3 pm s (5 3 mams o S 5 pmme alle ol Sl B0 oo
5 Ol sy 35 Dlios O oSl e 5 (Sl ol 51 50K 00 B ey es
article_667025_5aca88b9247f87434951af319573f7b5.pdf .Y£O-YYV :(FON Y ¢ Jodl -y
Sham S bl S O, 53 Gml @l it (il Ve Y ) e oLl
https://www.isna.ir/news
wolblai. ola bae 53 cLdl o ol gladidg luad, (VFr0) e (Cdogdasn 5 ) (Sl
https://journals.sndu.ac.ir/article_1396.html .YYA =144 :(¥a) 1} ( Lo coiof ole
a4 0l sl il (a8 SLde Mo 0 LK O ol cstallas o slidist 3 i
ilres O ot leslsy gladoaly olislz ase 5 (Slacuns os3,-8 Joalse Slon  (S5lme
AOYNYD (FENA o 7 owlicil sy ladlo
o Slaailay Gpae 3B s (0F00) L ST e 508 Ol g Ol s w3 b s plie
ALATE A ATF( LN I PO N .Y BT I N VP YOI S WD CHH R
20.1001.1.33292538.1400.11.39.11.5
54 pggie Jie (VFr0) 'f Qb w0 3 T = e (oG g e (S5
o Sl ale ol i LS s e 3,80 L slan! gladila ) slaeslsy OIS o
20.1001.1.33292538.1400.11.41.7.5 .YYA =\AV :(¥)) 1)

Sl 5 glabl il 056 & AL omle wiz it 68 (WAY) o ol e 5 lisdles S
10.22106/JLJ.2018.32738 .Y +V =&\ :(\ e YAF (g, 2Sals 5 sim aloes 15 s

cblis elamr) Sladad s O 53 sUs,65 5l s (1749) g sk s 5.0 (ol JS
SYYE OO elair/ (slaslyl olidinale $Y-Y L3550l bt Jiile 5 ATl g 6 pse
https://www.sid.it/paper/375734/fa .YAV

3 aealllae) (s et G 5 o Sl (655 Sl Ly salys (1 Fr) e ol ol (i
10.22059/jrels.2021.292332.323 YYV=Y\\ :(\)V o5/ 5 i Slallao (O ]

Sl el Ly bl (gl coal gl sl (1F00) g (330 s £ AEL Ghems
https://journals.sndu.ac.ir/article_1587.html NOA YN :(FA) /) ¢ Lo ool ole aolilal



AFZBY (o AF+Y (ybuuno) g8 8yl cJol Jlw «gig e olalllan il sl &y pis A

3 oo 53 ol LS 8 (S OFe ) 5 isdes S 5 el e S
eilidp e 5 (S G aie Clells Sl 5 bt e diSCE e ade Sleds 5 VIS 4 2
OF) —OYY (V)0

Joe b (VAR s Ll o did e dLilasls da  sgiliat o3l 5 ¢ mgola
OV DLl e aoliload (S 5,63 5L Sl sl S5e Jalse ISM) (g i (g )l
AYO-11Y

Adetoro, 'N. and Okike, B., (2022). Assessing Undergraduates Social competence on Social
Media in Nigeria. Library Philosophy and Practice (ejournal). 6788.
https://digitalcommons.unl.edu/libphilprac/6788

Andreouli, E., and Brice, E. (2022). Citizenship under COVID-19: An analysis of UK political
rhetoric during the first wave of the 2020 pandemic. J Community Appl Soc Psychol, 32:555—
572.

Aslan, O. & Samet, R. (2020). A Comprehensive Review on Malware Detection Approaches.
Digital Object Identifier, 8. Retrieved from:
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8949524

Biswas, B. B., & Murai, N. K. (2024). From Traditional Security to Human Security: A
Conceptual Framework. In Human Security in Asia: Interrogating State, Society, and
Policy (pp. 57-71). Singapore: Springer Nature Singapore.

Broom, C. A. (2020). Citizenship and Social Studies Curricula in British Columbia, Canada:
Contemporary Realities and Alternative Possibilities. In E. Delgado-Algarra, & J. Cuenca-
Lopez (Eds.), Handbook of Research on Citizenship and Heritage Education (pp. 56-79). IGI
Global. https://doi.org/10.4018/978-1-7998-1978-3.ch004

Cambridge (2022). security from the Cambridge Business English Dictionary. Cambridge
University Press. https://dictionary.cambridge.org/dictionary/english/security

Cann, A. (2024). Improving Citizen Security Education and Awareness in West Africa. Journal
of Central and Eastern European African Studies, 3(1), 209-233.

Cao, B. (2018, Mar-Feb). Defining Environmental Citizenship. 1% European Joint Meeting, 28
Feb-2 Mar 2018, Lemessos, Cyprus. https://enec-cost.eu/wp-
content/uploads/2018/06/K eynote-Presentation-by-Dr-Benito-Cao-The-University-of-
Adelaide-Australia-Defining-Environmental-Citizenship.pdf

Choi, J., Kruis, E. N., and Choo, K.S. (2021). Explaining Fear of Identity Theft Victimization
Using a Routine Activity Approach. Journal of Contemporary Criminal Justice, 37(3): 406—
426. https://doi.org/10.1177/1043986221100

Christensen P S, Boyle D K, Church H S, Wakefield I R. 2018. Social Media Use and Its Impact

on Relationships and Emotions. MA. Thesis. School of Communications. Brigham Young
University.  All  Theses and  Dissertations, 6927.  Retrieved  from:
https://scholarsarchive.byu.edu/etd/6927

Dal Cason, D., Casini, A. & Hellemans, C. (2020). Moral Courage Fostering Bystander
Intervention Against Workplace Bullying: Findings from an Exploratory Study with a Video-
Vignette Procedure. Int Journal of Bullying Prevention 2: 53-64.
https://doi.org/10.1007/s42380-020-00062-7



Aol 9 015 Sl pledl (9 36 5 10 ,5)I5) kel 9 (295 (5039 e 390!

Emerson, R. G. (2020). Who is the Citizen in Citizen Security? Latin American Research Review,
55(3): 529-543. DOT: https://doi.org/10.25222/larr.454

Goni, O. (2022). Introduction to Cyber Crime. International Journal of Engineering and
Artificial Intelligence, 3(1): 9-23.

Grammon, A. T. (2020). Comparing Digital Citizenship Perceptions of Online Students and
Teachers. PhD Dissertation. Liberty University. 130 p-
https://digitalcommons.liberty.edu/cgi/viewcontent.cgi?article=3815&context=doctoral

Hadjichambis, Ch. A., and Hadjichambi. P. D., (2020). Environmental Citizenship Questionnaire
(ECQ): The Development and Validation of an Evaluation Instrument for Secondary School
Students. Sustainability 12(3): 821. https://doi.org/10.3390/su12030821

Harrison, T. & Polizzi, G. (2022). (In)civility and adolescents’ moral decision making online:
drawing on moral theory to advance digital citizenship education. Education and Information
Technologies, 27: 3277-3297. https://doi.org/10.1007/s10639-021-10710-0

Hennell, K., Limmer, M., & Piacentini, M, (2019). Ethical Dilemmas Using Social Media in
Qualitative Social Research: A Case Study of Online Participant Observation. Sociological
Research Online, 25(3): 473-489.

Hoskins, B., Villalba, G. E., Van Nijlen, D., Barber, C. (2008). Measuring Civic Competence in
Europe: A Composite Indicator Based on |EA Civic Education Study 1999 for 14 Years Old
in School. EUR 23210 EN. Luxembourg (Luxembourg). https://doi.org/10.1002/casp.2526

James, C., Weinstein, E., & Mendoza, K. (2021). Teaching digital citizens in today's world:
Research and insights behind the Common Sense K—12 Digital Citizenship Curriculum
(Version 2). San Francisco, CA: Common Sense Media.
https://www.commonsense.org/system/files/pdf/2021-08/common-sense-education-digital-
citizenship-research-backgrounder.pdf

Jones, M. L. & Mitchell, J. K. (2015). Defining and measuring youth digital citizenship. New
media & society, 1-17. https://doi.org/10.1177/1461444815577797

Karim, A., Azam, A., Ahanmugam, B., Kannoorpatti K., & Alazab, M. (2019). A
Comprehensive Survey for Intelligent Spam Email Detection. Digital Object Identifier, 7.
Retrieved from: https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8907831

Keating, A. (2016). Educating Tomorrow’s Citizens: What Role Can Schools Play? Foro de
Educaci <n, 14(20), 35-47. 10.14516/fde.2016.014.020.004

Lenhart, A., Ybarra, M., Zickuhr, K. & Price-Feeney, M. (2016). Online Harassment, Digital
Abues, and Cyberstalking in America. Data & Society Research Institute. New York. PP: 59.
https://www.datasociety.net/pubs/oh/Online_Harassment 2016.pdf

Lewis, D. and Castellino, J. (2013). Establishing a Different Dimension of Citizen Security: The
Case for Special Protection for Whistleblowers. Beijing Law Review, 4(4): 185-197.
http://dx.doi.org/10.4236/b1r.2013.44024

Mahadir, B. N., Baharudin, H. N., and Ibrahim, N. N. (2021). Digital citizenship skills among
undergraduate students in Malaysia: A preliminary study. International Journal of Evaluation
and Research in Education, 10(3): 835-544. DOI: 10.11591/ijjere.v10i3.21277

Maher, C. A. (2024). Examining the Association Between Citizenship and Ethnicity on Identity
Theft Risk: Findings from the National Crime Victimization Survey. American Journal of
Criminal Justice, 1-22.



AFZBY (o AF+Y (buuno) 093 8yl cJol Jlw «gig oo olalllan il sl &y pis AY

Malinauskas, R. & Malinauskiene, V. (2019). A meta-analysis of psychological interventions for
Internet/smartphone addiction among adolescents. Journal of Behavioral Addictions, 8(4):
613-624. DOI: 10.1556/2006.8.2019.72

Nieuwelink, H. & Oostdam, R. (2021): Time for citizenship in teacher training. Journal of Social
Science Education 20 (3): 130-146. https://doi.org/10.11576/jsse-4030

Ortiz, M. S. (2020). Trolling as a Collective Form of Harassment: An Inductive Study of How
Online Users Understand Trolling. Social Media + Society. 1-9. Retrieved from:
journals.sagepub.com/home/DOI: 10.1177/2056305120928512

Padin, P. F., Gonzalez-Rodriguez, R., Verde-Diego, C., & Vazquez-Pérez, R. (2021). Social
media and eating disorder psychopathology: A systematic review. Cyberpsychology: Journal
of Psychosocial Research on Cyberspace, 15(3), Article 6. https://doi.org/10.5817/CP2021-3-
6.

Putu Anggie, L.A. S., & Ipnuwati, S. (2022). Ethics of Internet Use (Digital Netiquette) in UU
ITE Perspective: Building a Courteous Digital Culture in the Era of Digital Transformation.
Journal of Image Processing and Intelligent Remote Sensing, 2(4): 8-14.
https://doi.org/10.55529/jipirs.24.8.14

Rejekiningsih, T. (2015). Law Awareness Forming Strategies to Reinforce the Principles of
Social Function of Land Rights Within the Moral Dimension of Citizenship. 2™ Gloal
Conference on Business and Social Science, 17-18 September, Bali, Indonesia.
10.1016/j.sbspro.2015.11.011

Richardson, J. & Milovidov, E. (2019). Digital Citizenship Education Handbook. Concil of
Europe Publishing. Strasbourg, Cedex.144 P. https://rm.coe.int/168093829

Richardson, J., Milovidov, E., and Schmalzried, M. (2017). Internet literacy handbook. Council
of FEurope. Concil of Europe Publishing. Strasbourg, Cedex. 147 P.
https://edoc.coe.int/en/internet/7515-internet-literacy-handbook.html

Sari, I. D., Rejekiningsih, T. Muchtarom, M. (2020). Students' Digital Ethics Profile in the Era of
Disruption: An Overview from the Internet Use at Risk in Surakarta City, Indonesia. [JIM,
14(3): 82-93. https://doi.org/10.3991/ijim.v14i03.12207

Satidporn, W. (2022). Citizen Participation in Thai Politics: A Critical Review. Democracy x
Innovations Working Paper Series, no. 3. Bangkok: King Prajadhipok’s Institute. Satidporn,
Wichuda, Citizen Participation in Thai Politics: A Critical Review (March 9, 2022).
Available at
SSRN: https://ssrn.com/abstract=4053206 or http://dx.doi.org/10.2139/ssrn.4053206

Sedgwick, R., Epstein, S., Dutta, R. and Ougrin, D. (2019). Social media/internet use and suicide
attempts. Child and adolescent psychiatry, 32(6): 534-541.
doi: 10.1097/YC0O.0000000000000547

Sinthiya, A. P. A. . & Ipnuwati, S. (2022). Ethics of Internet Use (Digital Netiquette) in UU ITE
Perspective: Building a Courteous Digital Culture in the Era of Digital Transformation.
Journal of Image Processing and Inteligent Remote Sensing, 2(4): 8-14.
https://doi.org/10.55529/jipirs.24.8.14

Sun, Z., Oest, A., Zhang, P., Rubio-Medrano, C., Bao, T., Wang, R., Zhao, Z., Shoshitaishvili, Y.
Doupé, A., & Ahn, G.J. (2021). Having Your Cake and Eating It: An Analysis of
Concession-Abuse-as-a-Service. 30th USENIX Security Symposium. (August 11-13).
Anaheim, CA, United States. https://www.usenix.org/system/files/sec21-sun-zhibo.pdf



AY ol 9 015 Sl pladl (9 36 9 10 ,5)15) kel 9 (295 (5039 e 390!

T. K. H. Chan, H. K. T., Christy M. K. Cheung, K. M. C., Benbasat, 1., Xiao, B., Lee, Y. W. Z.
(2022). Bystanders Join in Cyberbullying on Social Networking Sites: The Deindividuation
and Moral Disengagement Per spectives: 23-16. Retrieved from:
https://pubsonline.informs.org/doi/10.1287/isre.2022.1161.

Telesiené, A., Pauw, B. J., Goldman, D. and Hansmann, R. (2021). Evaluating an Educational
Intervention Designed to Foster Environmental Citizenship among Undergraduate University
Students. Sustainability 13(15): 8219. https://doi.org/10.3390/sul3158219

Wong, Y. H., Mo, Y. H., Potenza, N., M., Chan, N.M. M., Lau, M. W., Chui, K. T., Pakpour, H.
A., and Lin, C. (2020). Relationships between Severity of Internet Gaming Disorder, Severity
of Problematic Social Media Use, Sleep Quality and Psychological Distress. International
Journal of Environmental Research and Public Health, 17: 1879-1892.
https://doi.org/10.3390/ijerph17061879

Xu, J., Xu, X., & Jia, G. (2024). Resource efficiency, green development, and social security:
Evidence from ASEAN+ 6 economies. Resources Policy, 90, 104744.

Zulgadri, M. D., Mustadi, A., & Retnawati, H. (2022). Digital Safety Online Learning: What We
Do to Protect Our Students? Jurnal Igra’: Kajian llmu Pendidikan, 7(1): 178-191.
https://doi.org/10.25217/ji.v7i1.1746



AFZBY (o AF+Y (buuno g3 8yl cJol Jlw «gig oo olalllan il sl &y pis  AF
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Abstract

Nowadays, more than half of the world's population lives in cities and considering that
cities have problems and crises in different dimensions that affect security, the link
between Citizenship and security have increased. Therefore, security has been turned
from the traditional form: finance and trade, bank accounts and transactions to the new
dimensions of sustainable development, environment, media and digital, and even for
its new dimensions, the specialized police of FATA (Cyber-police) was created with
the aim of securing cyber space, maintaining security and legitimate freedoms of
citizens and protecting the infrastructure of the country against cyber attacks and
crimes, and was formed. Knowing the rights and responsibilities that are presented in
the form of citizenship education is an effective way to prevent crimes and inform
citizens to protect themselves. Also, citizenship education teaches how to behave and
where to go when dealing with things that endanger their security. With citizens'
awareness and early reporting of suspicious cases and cyber-crimes, the work of FATA
police in identifying and following up on crimes becomes easier and the possibility of
unwanted involvement of people in such crimes is reduced and prevention is done
better and stronger.

Keywords: citizenship, security, virtual space, FATA police.
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